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COMMITMENT TO DATA PROTECTION & CONFIDENTIALITY

Freeway Medical - Chromis UK Limited is dedicated to
protecting the confidentiality, integrity, and availability of
all data it handles. This policy outlines our information
security processes, particularly focusing on the handling of
third-party customer data, which includes account manager
information, payment information for credits, and business
communication data..
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Pur pose and Scope

This policy sets out the information security controls used by Freeway Medical / Freeway Med-Tech, trading
names of Chromis UK Ltd. It applies to enployees, contractors and relevant third parties and covers
busi ness information and personal data throughout storage, processing, transmission and disposal.

Information Security Objectives

Confidentiality: information is accessible only to authorised persons. Integrity: infornation renains
accurate, conplete and protected from unauthorised change. Availability: information and systems remain
avail abl e to authorised users when required.

Data and Asset Managenent

Information and systens should be identified, handled according to sensitivity and business need, and
retained only for as long as required. Personal data is subject to the principles of data mininisation,
storage linmtation and appropriate security.

Access Control

Access is granted on a |least-privilege and business-need basis. User accounts nust be individual, reviewed
when rol es change and renoved pronptly when no |onger required. Strong authentication, including
mul ti-factor authentication where required by conpany controls or risk, nmust be used.

Secure Configuration and Updates

Conpany devices, software, network equi pment and cloud services nmust be securely configured. Supported
sof tware nust be nmintained and security updates or vulnerability fixes applied in accordance w th conpany
procedures and ri sk.

Encryption and Secure Handling

Appropriate encryption and secure protocols are used to protect sensitive information at rest and in
transit according to risk. Portable devices and renovabl e nedia nust be appropriately controlled.
Sensitive information must not be transferred through unapproved channels.

Peopl e and Awar eness

Enpl oyees nust conplete relevant security and data-protection awareness activities and remain alert to
phi shing, social engineering and other threats. Suspected conprom se, |oss or unauthorised disclosure nust
be reported i nmedi atel y.
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Cyber Security Controls

Chrom s UK Ltd nmintains proportionate technical and organisational controls, including firewalls, secure
configuration, security update managenent, user access control and malware protection. Controls are
revi ewed as technol ogy and risk change.

Backups and Resilience

Business-critical information is backed up using appropriate solutions. Backup arrangenents are protected
from unaut hori sed access and shoul d be capabl e of supporting recovery follow ng acci dental |oss, system
failure or cyber incident. Recovery arrangenents are tested or reviewed periodically.

Third Parties and O oud Services

Suppliers and service providers that process or host conpany or personal data nust be subject to
proportionate security and data-protection due diligence. Contracts and access arrangenents should reflect
the sensitivity of the information and applicable | egal obligations.

I nci dent Response and Personal Data Breaches

Security incidents nust be reported i mediately to | Tsupport @reewaynedi cal.co.uk. Incidents will be
contai ned, investigated, docunented and assessed for |egal or contractual notification requirements. Were
a personal data breach is notifiable under UK data-protection law, notification to the I1COw Il be made

wi t hout undue del ay and, where feasible, within 72 hours of awareness.

Moni toring and Revi ew

Security controls, access and relevant systemevents are nonitored or reviewed proportionately to risk.
Periodic audits and managenent review are used to identify inmprovenents. This policy will be reviewed at
| east annually and follow ng significant security, legal, organisational or technol ogy changes.

Rol es and Responsibilities

Managenment is accountable for ensuring proportionate infornation-security arrangenents. IT is responsible
for technical security adnministration and incident coordination. Al users are responsible for follow ng
this policy, protecting credentials and pronptly reporting security concerns.

Legal and Framework Alignnent

The conpany applies the security principle and accountability requirenents of UK data-protection |aw and
maintains its information-security arrangenents with reference to current UK cyber-security good practice
and its applicable Cyber Essentials controls.
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10. Contact Information

Contact | nformation
For questions, security concerns or to report an incident, contact the IT department at | Tsupport@reewaynedi cal . co. uk.
Pol i cy Approval and Acknow edgnent

This Information Security Policy is approved by the nmanagenent of Chromis UK Ltd. Enployees and rel evant associates are
required to understand and conply with the controls and responsibilities applicable to their role.

Revi ew St at us
Policy reviewed: 28 Septenber 2026

Next review Septenber 2027, or earlier following a significant incident or material change in |egal, organisational,
techni cal or cyber-security requirenments.

Si gned on behal f of Freeway Medical / Freeway Med-Tech - trading names of Chromis UK Ltd.

Director / authorised signatory
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